Job Description

ICOVER

iCOVER specializes in Wholesale of Background Screening & Business Intelligence solutions for
the global market. We are an international company with operational headquarters in Paris,
backed by a network of offices worldwide, which offer strategic global reach for all your business
needs.

We are developing Background Screening web-based applications and CRMs which allow us to
work with a full scale of skills. Our team is composed of highly talented PHP and Full-stack
developers, who are committed to providing user efficient and scalable tools.

Currently, for our team in Sofia or Plovdiv, we are looking for a:

<Information Security Manager>

with the following profile:

Responsibilities:

e Maintain and integrate of ISO standards;

e Manage security internal IT infrastructure;

e Work with engineering team to build deploy and maintain highly secured service
infrastructure.

e Direct and approve the design of security systems;

¢ Build storage and security politics applicable of the company;

e Ensure compliance with the changing laws and applicable regulations;

e Collaborate with third party services and conduct periodic security scans and audits;

e Brief the executive team on status and risks, as well as advising on overall strategy and
necessary budget

¢ Be knowledgeable about identification of risks and resulting actionable plans to protect
the business

e Perform security reviews of new and existing platforms

e Partner with business departments consulting on Security best practices

¢ Recommend and implement security policies and procedures as a result of in-depth
research of potential harmful threats to the organization's IT infrastructure

e Develop technical security standards to support policies including assisting in creating
and coordinating security monitoring standards and incident investigation procedures.
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Available to travel when possible between different business locations to implement
politics and security procedures;

Requirements:

5+ years of experience on a similar role

Must have a solid understanding of information technology, information security and
information governance

If you hold at least one of the below certifications: CEH/ CISA / CISSP [ CISM / CISSP, this
will be considered a strong advantage.

Hands-on experience with security technologies

Experience in design and implementation of monitoring, security and data governance
systems

Proven experience of Management of Projects, Technology, and Operations;

Experience in working in international environment and/or on global projects
Experience with identification and eradication of different types of malware

Experience in working with server management, server virtualization, database
management, network segmentation, routing, and switching for IT/OT environments,
firewalls

Fluent in English,

Available to travel to other iCOVER locations if needed

What’s in it for you:

Fun and dynamic team
Excellent remuneration package and work-life balance
Additional paid leave

Flexible working hours

Food vouchers

Additional medical insurance
Public transportation allowance
Annual bonus scheme
Multisport discount

“Bring a friend” bonus model
Awesome class A office

Interested?
Send your CV and Cover letter to: vstoynovska@icover-services.com
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